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Agenda
• Tuition Payment Plan Demo

– T. Catania, J. Campbell, M. Dayton

• ITESC Prioritization Results - S. Malisch
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• ECM Progress Report - J. Sibenaller

• Gmail Update – D. Vonder Heide

• Proposed Revisions to Quarterly Reporting - S. Malisch
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Payment Plan Customization Time Line

Feb 10 Mar 10Oct 09 Nov 09 Dec 09 Jan 10June 09 July 09 Aug 09 Sept 09Feb 09 Mar 09 Apr 09 May 09

Payment Plan Customization - Resource Timeline

Business Requirements 
(High‐Level)

Design

Development and Unit Testing

Testing Go Live

2 BA,
Functional Staff

BA, Senior Developer, Developer,
Functional Staff as Needed (Often)

Senior Developer, 2 Developer, BA
Functional Staff As Needed (Less Often)

2 BA, Developer, 
Senior Dev (On Call), Functional Staff



High Level Plan
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FY10 Q3-Q4 Prioritization Results



ITS Major Initiatives Calendar
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LUC ITS Rings of Excellence 
Major Initiatives, FY10 Q3-Q4
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Charter and Mission Statement

Charter
The Information Security Advisory Council will provide guidance and oversight of 

the Information Security program with an emphasis on risk assessment, risk 
prioritization, strategy and policy issues.

Mission Statement
The mission of the Information Security Advisory Council is to assist management in 

securing University information assets, regardless of format, by providing 
guidance and oversight in the creation of an information security and risk 

management program. This includes directing security strategy, deciding on project 
priorities, recommending security policies and procedures, and ensuring 

compliance to applicable laws, regulations and contractual requirements, as well as 
monitoring the effectiveness of the information security program, 
and serving as an advocate of the information security program.
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Security Risk Assessment

• Approach
– Identify and prioritize information security risks using a 

two phase approach
• Phase I – High level risk assessment using ISO 27002 Standard as a 

basis and primarily ITS resources and the resources of the ISAC
• Phase II – Broader, deeper risk assessment including interviews 

with staff and faculty data owners
– UISO would conduct initial gap analysis, report findings, 

and make risk recommendations
– ISAC will review and modify recommendations as 

appropriate, rank the priorities, and make recommendations 
for the final project 
proposal to go to the ITESC
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Security Risk Assessment
• Scope

– Phase I of the Risk Assessment process would compare the 
controls in the ISO 27002 standard to Loyola’s existing ITS 
environment

• Existing systems not managed by ITS would be out of scope (Phase II)
– An evaluation would be made of the applicability of each control 

to the environment
• Not all controls will be 100% applicable

– Controls requiring in-depth evaluation may be out of scope 
(Phase II)

• The UISO’s ability to evaluate and place a risk rating on certain 
controls would require a project with a medium to large scope.  These 
items are recommended for consideration in a 
Phase II Risk Assessment.

• The ISAC is seeking approval of this scope 
statement from the ITESC
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Information Technology Standards

• Standards
– ISO 27000

• Information Security standards published jointly by the International Organization 
for Standardization (ISO) and the International Electrotechnical Commission (IEC).

– ITIL
• Information Technology Infrastructure Library (ITIL) – standards for managing IT 

infrastructure, development and operations, including Information Security.
– COBIT 

• Control Objectives for Information and related 
Technology (COBIT) - framework for IT controls 
and governance

– FISMA/NIST
• Federal Information Security Management Act of 2002 / National 

Institute of Standards and Technology – FISMA dictates what 
government organizations must do to secure their systems, while 
NIST provides the underlying standards and security requirements
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ISO 27002 Standard
• UISO has recommended adopting the ISO 27002 security 

standard
– Strategic
– Security-centric
– International standard for an international university

• Higher Ed Context
– Other universities making use of this standard include:

• Georgetown University
• Northwestern
• Georgia State University (achieved official ISO certification with their Financial Aid department)

• Indiana University
• University of Virginia
• University of Iowa
• University of North Carolina
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Security Risk Assessment Example
Clause 

 

# Clause Title Category # Category Title
Control 

 

# Control Title Control Description Long
Control 

 

Applicability Risk Evaluation
Risk 

 

Probability
Risk 

 

Impact
Risk 

 

Score
Risk 

 

Rank

Remediation 

 

Effort / Project 

 

Sizing
5 Security Policy 5.1 Information 

 

Security Policy
5.1.1 Information 

 

Security Policy 

 

Document

An information security 

 

policy document should be 

 

approved by management, 

 

and published and 

 

communicated to all 

 

employees and relevant 

 

external parties.

Applicable The policy should be amended 

 

to include the implementation 

 

guidance, including a definition 

 

of security, a statement of 

 

management intent and 

 

support, a framework (risk 

 

management) for implementing 

 

controls, and roles and 

 

responsibilities.

2 2 4 Small

6 Organization 

 

of information 

 

security

6.1 Internal 

 

Organization
6.1.5 Confidentiality 

 

agreements
Requirements for 

 

confidentiality or non‐

 

disclosure agreements 

 

reflecting the 

 

organization’s needs for 

 

the protection of 

 

information should be 

 

identified and regularly 

 

reviewed.

Applicable A policy stipulating requirements 

 

for the use of confidentiality and 

 

non‐disclosure agreements does 

 

not currently exist and should be 

 

created.

2 4 6 Small

7 Asset 

 

management
7.1 Responsibility 

 

for assets
7.1.3 Acceptable use 

 

of assets
Rules for the acceptable 

 

use of information and 

 

assets associated with 

 

information processing 

 

facilities should be 

 

identified, documented, 

 

and implemented.

Applicable The University has an existing 

 

Acceptable Use Policy that 

 

meets the suggested guidelines.

7 Asset 

 

management
7.2 Information 

 

Classification
7.2.1 Classification 

 

guidelines
Information should be 

 

classified in terms of its 

 

value, legal requirements, 

 

sensitivity, and criticality to 

 

the organization.

Applicable The University has existing 

 

Information Classification 

 

policies that meet the 

 

guidelines.  These policies 

 

should be revised to reflect new 

 

standards.
8 Human 

 

resources 

 

security

8.2 During 

 

employment
8.2.2 Information 

 

security 

 

awareness, 

 

education, and 

 

training

All employees of the 

 

organization and, where 

 

relevant, contractors and 

 

third party users should 

 

receive appropriate 

 

awareness training and 

 

regular updates in 

 

organizational policies and 

 

procedures, as relevant for 

 

their job function.

Applicable The University should create a 

 

formal Information Security 

 

Awareness, Education and 

 

Training program.  

4 4 8 Medium
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Security Risk Assessment Examples

Project Sizing Matrix
Method 1 Method 2

T‐Shirt 

 

Sizing Size Relative Terms
Hours 

Min
Hours 
Max Est. Hours

X-Small < 5 Days Up to 1 week 11 40 11-40
Small 5-30 Days Up to 6 weeks 41 240 41-250

Medium 31-60 Days Up to 12 weeks 241 480 251-500
Large 61-120 Days Up to 24 weeks 481 960 501-1000

X-Large >120 Days Over 24 weeks 961 ~ 1000+

Risk Matrix
1 2 3 4 5

Likelihood

 
Impact              Unlikely Low Medium High

Occurs 

 

Regularly
1 Very Low 2 3 4 5 6
2 Low 3 4 5 6 7
3 Medium 4 5 6 7 8
4 High 5 6 7 8 9
5 Very High 6 7 8 9 10
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Encryption at LUMC

• Should computers at LUMC containing 
University data (Nursing, Stritch) be 
encrypted?

• Currently only Advancement is using 
encryption, but there is currently no support 
for it
– When computers are replaced for Advancement 

staff, they are being replaced unencrypted
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ECM Progress Report
• 6 different groups live

– Enrollment Ops
– Financial Aid
– Advancement (Chase Donor Deposits)
– Undergrad Admissions
– GPEM
– ITS (Digital Media Services)

• Over 400 users
• Where processes are modified & metrics 

obtained we are achieving process 
improvements of 80% on average

• Over 5000 hours saved annually
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ECM Current Initiatives
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ECM Program Review
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Quarterly Reporting Scenarios
• Continue with electronic quarterly status reports
• Quarterly status plus 1 annual meeting with functional 

areas
• Semi-annual status plus 1 annual meeting with 

functional areas
• Semi-annual status plus 2 annual meetings with 

functional areas
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FY10 ITESC Schedule
• December 16, 2009 - Tuesday, 1:30-3:30 PM

– LUHS/LUMC Update
– Student Email Review
– Project Portfolio Prioritization 

• February 25, 2010 - Thursday, 1:30-3:30 PM
– Payment Plan Demo
– Prioritization Results/Finalize POR
– ISAC Risk Assessment Update
– ECM Update
– Gmail Update

• April 15, 2010 - Wednesday, 1:30-3:30 PM
– Subcommittee Reports
– Major Projects Status Reviews
– LUMC Update

• May 27, 2010 - Thursday, 1:30-3:30 PM
– Project Portfolio Prioritization

• July 23, 2009 - Thursday, 1:30-3:30 PM
– Prioritization Results/Finalize POR
– Audit Briefing
– Technology Roadmap
– FY11 Technology-Related Budget Planning

• September 3, 2009 - Thursday, 1:30-3:30 PM
– Subcommittee Reports
– FY11 Budget Submissions Review
– FY11 Budget Input from Subcommittees

• October 15, 2009 - Thursday, 1:30-3:30 PM
– Major Projects Status Reviews
– LUMC Update

• November 19, 2009 - Thursday, 1:30-3:30 
PM

– Major Projects Status Reviews
– Review Scorecard/Process
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